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UNITED KINGDOM
CYBER READINESS
AT A GLANCE

Country Population 64.6 million

Population Growth 0.8%

GDP at market prices (current $US) $2.988 trillion

GDP Growth 2.3%

Year Internet Introduced 1991

National Cyber Security Strategy 2011

Internet Domain .uk, .co.uk, .org.uk, .scot

Fixed broadband subscriptions per 100 users 37.4

Mobile broadband subscriptions per 100 users 123.6

Mobile phone subscriptions per 100 users 98.7

Information and Communications Technology (ICT) Development and Connectivity Standing

Sources: World Bank (2015), ITU (2015), NRI (2015), and Internet Society.

International Telecommunications 
Union (ITU) 
ICT Development Index (IDI)

4 World Economic Forum’s 
Network Readiness Index (NRI) 8
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INTRODUCTION
Commercial Internet was established in the 
United Kingdom (UK) in 1991 as part of a col-
laborative project between a US corporation 
(Oracle) and the British Telecommunication 
plc. (BT), formally government-owned. The 
following year, Pipex – the UK’s first commer-
cial Internet service provider (ISP) – introduced 
dial-up Internet service, providing Internet ac-
cess to about 150 customer sites.

Since the early 1990s, connectivity has expand-
ed exponentially, driving significant growth in 
e-government, e-commerce, and e-banking. 
Today, the UK is one of the most connected 
European countries with more than 90 percent 
Internet penetration – above the EU average 
of 79 percent.1 In 2015, over 78 percent of 
Britons accessed the Internet on almost a daily 
basis, with over 74 percent of the population 
using Internet “on the go.” The availability of 
wireless (WiFi) hotspots has been rapidly in-
creasing and thousands of hotspots are now 
available across the country, including at pubs, 
cafes, hotels, etc. Mobile-broadband subscrip-
tions have also more than doubled between 
2010 and 2015, from 24 to 66 percent.2

In 2013, the UK published a national dig-
ital strategy, the “Information Economy 
Strategy,” with the aim of providing high-
speed broadband access to enterprise zones 
and underserved communities.3 Toward this 
end, Broadband Delivery UK (BDUK) – which 
forms part of the UK Department for Culture, 

Media and Sport – is im-
plementing projects such 
as the Super Connected 
Cities Programme (SCCP) 
to support broadband 
growth in most cities. In 
addition, the digital strat-
egy placed significant 
emphasis on ICT interop-
erability and standards, 
both within the UK com-
munities and internation-
ally. The UK has also taken a proactive stance 
on regulating the growing market influence 
of peer-to-peer (P2P) technologies, especially 
those influencing finance.4

As in many other developed countries, cyber 
security is a major challenge for the UK. In 
2010, the British government recognized cyber 
security as a “Tier One risk”5 to its economic 
and national security, and vowed to make the 
UK “the safest place to live and work online.”6 
In 2011, former UK Foreign Secretary William 
Hague initiated the UK vision for safeguard-
ing freedom and democratic values in cyber-
space, forming the basis of future international 
agreements on norms of state behavior in 
cyberspace and outlined the key security pri-
orities for the then-new British government. 
During his speech at the 2011 Munich Security 
Conference, he discussed all the steps that 
the British government had already taken to 
counter cyber threats, both domestically and 
internationally, and vowed to work with “the 
private sector to ensure secure and resilient 

UK Internet 
Penetration: 91.6%
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critical infrastructure and the strong skills base 
needed to seize the economic opportunities 
of cyberspace, and to raise awareness of on-
line threats among members of the public.”7 
Despite these ambitious goals, various studies 
commissioned by the British government since 
then found that the theft of intellectual prop-
erty is on the rise and that ever more UK or-
ganizations are falling victim to cyber incidents 
each year. The severity and impact of security 
breaches continue to grow as well, with an 
estimated cost for individual breaches in large 
organizations ranging between £600,000 and 
£1.15 million (between ~$741,363 and ~$1.42 
million) as of 2015.8

The 2015 combined “National Security 
Strategy and Strategic Defence and Security 
Review” (SDSR) reiterated the Tier One level 
of national vulnerability and potential econom-
ic loss due to cyber insecurity.9 In 2016, the 
UK’s National Crime Agency (NCA) reported 
that cyber crime had surpassed all other forms 
of crime in the UK, and stressed the need for 
stronger law enforcement and business part-
nership to fight this threat.10 As a result of 
the 2015 SDSR and subsequent reports on 
increasing volume and sophistication of cyber 
threats against UK’s networks and information 
systems, the British government is planning 
to publish a new National Cyber Security 
Strategy in late 2016, and recently established 
a National Cyber Security Centre (NCSC) to 
serve as “the bridge between industry and 
government” to provide “a single point of con-

tact for the private and public sectors alike.”11 
In the accompanying second “National Cyber 
Security Programme,” the British government 
plans to almost double its investment in cy-
ber security – up to a maximum of £1.9 billion 
(~$2.35 billion) over the next five years. The 
Government Communications Headquarters 
(GCHQ) will play a leading role in the delivery 
of this strategic effort, and partnership with in-
dustry and academia has been recognized as 
“vital” for the success of the new center. The 
NCSC – which reports to and will act as the 
public-facing section of GCHQ – will provide 
authoritative advice on cyber security issues 
to businesses of all sizes and in all sectors in 
order to help them to better understand cyber 
threats and mitigate their impacts.12

The Cyber Readiness Index (CRI) 2.0 has been 
employed to evaluate UK preparedness levels 
for cyber risks. This analysis provides an action-
able blueprint for the UK to better understand 
its Internet-infrastructure dependencies and 
vulnerabilities and assess its commitment and 
maturity in closing the gap between its current 
cyber security posture and the national cyber 
capabilities needed to support its digital fu-
ture. A full assessment of the country’s cyber 
security-related efforts and capabilities based 
on the seven essential elements of the CRI 2.0 
(national strategy, incident response, e-crime 
and law enforcement, information sharing, 
investment in R&D, diplomacy and trade, and 
defense and crisis response) follows:
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1. NATIONAL STRATEGY
The UK published its first national “Cyber 
Security Strategy” in 200913 and updated it in 
2011.14 Former UK Foreign Secretary William 
Hague outlined the key elements of the 2011 
Cyber Security Strategy at the Munich Security 
Conference in February 2011. He asserted that 
“the Internet, with its incredible connective 
power, ha[d] created opportunity on a vast and 
growing scale; unlocking economic potential, 
revolutionizing access to information and re-
quiring democratic governments to be more 
transparent.” However, he also recognized 
that “there is a darker side to cyberspace 

UK Cyber Readiness Assessment (2016)

National	 Strategy

Incident	Response

E-Crime	&	Law	
Enforcement

Information	 SharingCyber	R&D

Diplomacy	&	Trade

Defense	&	Crisis	
Response

Cyber	Ready

UK

The 1st UK Cyber Security 
Strategy was published in 

2009 and updated in 2011. 
The 3rd version is under 

development and may be 
released in late 2016.
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that arises from our very dependency on it,” 
and affirmed that: “Britain is ready to play its 
part” to combat cyber threats nationally and 
internationally.15

The 2011 strategy included a detailed de-
scription of cyber threats faced by the UK, and 
ranked cyber attacks and cyber crime as one 
of its top five priority risks. The accompany-
ing implementation plan was based upon key 
targeted objectives, including fortifying the 
UK’s cyber capabilities by establishing a new 
Defence Cyber Operation Group, and incor-
porating cyber security into the mainstream of 
British defense planning and operations. Since 
the publication of its second strategy, the 
British government has invested £860 million 
(~$1.06 billion) to accelerate the acquisition of 
new technology and capabilities to enable the 
execution of the 2011 “strategy’s vision of a vi-
brant, resilient and secure cyberspace.”16 The 
strategy also designated the National Cyber 
Security Programme in the Cabinet Office as 
the competent authority with the responsibility 
to insure implementation of the strategy.

In addition, the UK national cyber security 
strategy synergizes UK national digital strategy 
(the 2013 “Information Economy Strategy”). 
Both documents recognize that while ICT is a 
key driver of economic growth, cyber security 
must underpin the information economy in or-
der for such growth to be realized. As the UK 
digital strategy notes, “without [cyber security] 
businesses and consumers would not have the 
trust and confidence to use the Internet and 
other digital technologies.”17

The British government plans to invest up to 
£1.9 billion (~$2.35 billion) over the next five 
years to protect the UK from cyber attacks, and 
plans to release a second five-year national 
“Cyber Security Strategy” in late 2016, along 
with a subsequent five-year “National Cyber 
Security Programme.” Finally, the newly estab-
lished National Cyber Security Centre (NCSC) 
– headquartered in London with satellite offic-
es at GCHQ in Cheltenham – aims to ensure 
the online safety of the general public, public 
and private sector organizations, as well as the 
UK’s critical national infrastructure. The NCSC 
has four key objectives: (1) understanding the 
cyber security environment, sharing knowl-
edge, and using this expertise to identify and 
address systemic vulnerabilities; (2) reducing 
cyber risk to British public and private sector 
organizations by providing guidance on effec-
tive mechanisms to improve their cyber secu-
rity and conducting exercises; (3) responding 
to national cyber security incidents, through 
improved coordination of government and law 
enforcement activities; and (4) increasing na-
tional cyber security capability.18 NCSC plans 

The National Cyber Security 
Centre (NCSC) will provide 

authoritative advice on cyber 
threats and help businesses 

mitigate their impacts.
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to have a staff of over 700 professionals by 
2017, divided between the new London head-
quarters and GCHQ, and will include special-
ized teams for the City, Whitehall, intelligence 
and security services, energy, telecoms, and 
other critical national infrastructures.19

2. INCIDENT RESPONSE
Until 2014, the UK system for reporting and 
responding to cyber incidents was highly 
fragmented. There was no single national 
Computer Emergency Response Team (CERT), 
but rather two primary government CERTs 
that were focused on different organization-
al groups: (1) a Computer Security Incident 
Response Team (CSIRT-UK) set up under the 
Centre for Protection of National Infrastructure 
(CPNI) to serve companies in this sector; and 
(2) a GovCertUK to provide response ser-
vices to government and wider public sector 
organizations. In accordance with the 2009 
national Cyber Security Strategy, the British 
government also established a Cyber Security 
Operations Centre (CSOC), responsible for 
monitoring cyberspace and coordinating inci-
dent response.20 In addition, the UK has over 
20 other public and private CERTs and a ded-
icated Ministry of Defense CERT responsible 
for MOD networks.

In 2014, the UK established a Center for 
Cyber Assessment and the first UK’s National 
CERT (CERT-UK) in accordance with the 2011 
National Cyber Security Strategy. CERT-UK was 
tasked with four main responsibilities: handling 
national cyber security incident management; 
providing support to critical national infra-

structure companies to handle cyber security 
incidents; promoting situational awareness of 
cyber security across industry, academia, and 
the public sector; and providing a single inter-
national point of contact for co-ordination and 
collaboration between national CERTs. The 
other CERTs were not dissolved, but CERT-UK 
became the primary national entity responsi-
ble for enhancing the UK’s cyber resilience and 
ability to prepare for and manage national cy-
ber security incidents. Their activities include: 
facilitating more effective domestic coordina-

The first UK National CERT 
was established in 2014 in 

response to the 2011 National 
Cyber Security Strategy.

tion of responses and information sharing (in-
clusive of an online reporting structure to log 
cyber security incidents); providing a contact 
and liaison point for international partners on 
trans-border incident response; participating 
in domestic exercises with government depart-
ments and industry partners (e.g., the “White 
Noise” exercise), and in multi-national cyber 
security exercises with NATO members; and 
collaborating with other national CERTs world-
wide to build trust and enhance their under-
standing of cyber threats.
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basic cyber security, and help them better 
protect against cyber threats. Over 1,000 
companies have already achieved Cyber 
Essentials certification status. As part of this 
program, CESG and CPNI have published 
highly successful guidance for industry that 
focuses on the practical steps that organi-
zations can take to improve the security of 
their networks and mitigate or deter a ma-
jority of cyber attacks.22 Taken together, the 
guidance document – published in 2012 and 
reissued in 2015, and entitled “10 Steps to 
Cyber Security” – and a set of best practic-
es – published in 2015 and entitled “Small 
Businesses: What You Need to Know about 
Cyber Security”23 – provide technical direc-
tion to businesses to help them increase 
their ability to reduce cyber risks. Other ini-
tiatives include a voucher scheme offering 
micro, small, and medium sized businesses 
up to £5,000 (~$6,178) to acquire special-
ist advice to strengthen their cyber security, 
protect new business ideas, and safeguard 
intellectual property.

Additionally, the Ministry of Interior is working 
with leading telecommunications companies 
to provide enhanced cyber security services 
to regulated critical infrastructures – especial-
ly within the financial, utility, communications, 
and transportation sectors. These services 
will give the British government increased 
visibility and understanding of specific cyber 
threats faced by these sectors – inclusive of 
both threats transmitted over and through the 
Internet, as well as those incurred by other 
means. In these ways, the program facilitates 
a more proactive defensive posture.

Moreover, CPNI and the National Technical 
Authority for Information Assurance (CESG, the 
Information Security arm of GCHQ) launched a 
pilot program and subsequently devised two 
Cyber Incident Response (CIR) schemes – a 
small government-run CIR one, and a more 
broadly-based one – to help critical national in-
frastructure companies obtain certified Cyber 
Incident Response services that are tailored to 
their needs, and to provide them with a list of 
companies that are certified to help respond 
to their specific incidents. This approach has 
enabled organizational victims of cyber attacks 
(including national and multinational industry, 
CNI, and the wider public sector and central 
government) to source appropriate incident 
response and streamline services that are tai-
lored to their particular needs, while allowing 
GCHQ and CPNI to focus on those attacks that 
are the most challenging attacks to the nation. 
Another program recently launched by CESG 
– the “Certified Cyber Security Consultancy” 
scheme – certifies consultancy companies to 
provide security architecture, risk assessment, 
and risk management services to both the gov-
ernment and industry.21

The British government is working with 
CREST – a not-for-profit accreditation body 
that represents the technical information 
security industry – to assess the quality of 
suppliers of cyber security solutions and to 
approve vendors and products of cyber in-
cident response, penetration testing, attack 
simulations, and other related programs. 
The Cyber Essentials program, for instance, 
was launched by CESG to both provide or-
ganizations with criteria and standards for 
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The UK has conducted several national cyber 
security exercises in collaboration with industry 
to practice crisis response plans for government 
agencies and specific operators of critical infra-
structure. For instance, in November 2013, the 
Bank of England conducted the “Waking Shark 
II Cyber Security Exercise” – a stress-test exer-
cise developed to evaluate the response of the 
wholesale banking sector to a simulated cyber 
attack, as part of the ongoing work recommend-
ed by the UK Financial Policy Committee to as-
sess and improve cyber resilience.24 The British 
government actively collaborates with the US 
to organize exercises that test their respective 
financial sectors’ incident response capabili-
ties, and evaluate and reinforce cross-Atlantic 
coordination and communication mechanisms. 
In addition, the UK regularly participates in 
multi-national cyber security exercises, such as 
those organized by the European Union (EU), 
the NATO, the European Defense Agency 
(EDA) and the US Department of Homeland 
Security (e.g., Cyber Storm), with the goals of 
understanding cross-border dependencies and 
strengthening cyber incident response capacity 
among states.25

In addition to raising awareness of cyber 
threats and working with the business com-
munity and public sector to educate them on 
how best to stay safe online, the new National 
Cyber Security Centre (NCSC) is poised to be-
come the competent authority responsible for 
national cyber security incident response and 
for ensuring the resilience of the UK’s critical 
national infrastructure against cyber attacks. 
As part of this effort, CERT-UK functions are 

intended to be moved to NCSC, which will 
bring together the capabilities already de-
veloped by CESG, CPNI, and the Centre for 
Cyber Assessment in an effort to simplify the 
current arrangements and maximize British 
cyber capabilities.

3. E-CRIME AND LAW 
ENFORCEMENT
The UK Cyber Security Strategy 2011-2016 
annual report reiterated the 2011 National 
Cyber Security Programme’s commitment of 
“tackl[ing] cyber crime and mak[ing] the U.K. 
one of the most secure places in the world to 
do business in cyberspace.”26 Between 2011 
and 2016, the British government allocated 
£860 million (~$1.06 billion) toward the cyber 
crime prevention initiative and three other 
cyber-related initiatives of the Programme.

Some of the notable efforts undertaken to ad-
dress this overarching goal included the estab-

The new National Cyber 
Security Centre (NCSC) will be 
responsible for national cyber 
incident response and critical 

infrastructure protection.
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lishment of a new National Cyber Crime Unit 
(NCCU) in the National Crime Agency, which 
is responsible for coordinating the national re-
sponse to the most serious cyber crime threats, 
and for supporting partners with specialist ca-
pabilities; and the establishment of a Cyber Unit 
in each of the nine Regional Organised Crime 
Units (ROCUs). NCCU receives funding from 
the National Cyber Security Programme, and 
works closely with ROCUs, the Metropolitan 
Police Cyber Crime Unit (MPCCU), and other 
partners within industry, government, and in-
ternational law enforcement to respond to rap-
idly changing threats in a timely manner and 
reduce overall cyber crime.27

While the UK signed the Council of Europe 
Convention on Cybercrime (commonly known 
as the Budapest Convention) in 2001, actual 
ratification did not occur until just prior to a 
much-anticipated international cyber con-
ference that was held in the UK – the 2011 
London Conference on Cyberspace. In 2012, 
the UK’s Foreign and Commonwealth Office 
invested £100,000 (~$123,560) to implement 
the requirements of the Budapest Convention 
in the UK.28 Funding was dedicated to sup-
porting workshops focusing on approaches 
to strengthening legislation related to cyber 
crime; training law enforcement agencies and 
the judiciary; and promoting public-private 
cooperation and international collaboration. 
According to the UK Cyber Security Strategy 
2011-2016 annual report, the British govern-
ment’s Crown Prosecution Service (CPS) has 
also delivered training overseas to a variety of 
audiences including police, prosecutors, and 

judges on topics specifically related to e-crime 
and electronic evidence.29

The main applicable cyber crime law in the 
UK is the 1990 Computer Misuse Act, which 
makes unauthorized access to, or modification 
of computer material unlawful. In 2015, the 
Computer Misuse Act was amended by the 
Serious Crime Act 2015, which created a new 
offense for unauthorized acts that cause seri-
ous damage, implemented the EU Directive on 
Attacks against Information Systems, and clar-
ified the savings provision for law enforcement 
agencies.30

Moreover, the NCA created a new national 
cyber crime unit, drawing together the work 
previously executed by the e-crime unit in 
Serious Organized Crime Agency (SOCA) and 
the Metropolitan Police’s Central E-Crime Unit. 
The new unit performs the work of all four 
operational commands of the NCA (borders, 
organized crime, economic crime, and child 
exploitation and online protection (CEOP)) 
by providing specialist support, intelligence, 
and  guidance. The unit acts as the national 
capability to deal with the most serious 
national-level cyber crimes, and part of the re-
sponse to major national incidents.

4. INFORMATION SHARING
The Cybersecurity Information Sharing 
Partnership (CiSP), part of CERT-UK, was 
launched in 2013 as a joint, collaborative 
initiative between industry and government 
to share cyber threat and vulnerability infor-



©  2016 Cyber Readiness Index 2.0, all rights reserved.

10

mation in order to increase overall situational 
awareness and thus reduce the impact of cy-
ber incidents upon UK business.31 It is funded 
by the National Cyber Security Programme 
and brings together organizations of all siz-
es across a range of sectors. CiSP follows 
the goals and objectives set forth in the UK 
national cyber security strategy, and has 
grown exponentially in just three years to 
comprise over 2,220 organizations and 6,150 
individuals, as of May 2016. The value of this 
collaboration has been recognized interna-
tionally, and CiSP has quickly become the 
de-facto standard for other countries, such 
as the Netherlands, which have established 
successful government-industry information 
sharing partnerships. CiSP members from 
across sectors and organizations, including 
CESG, law enforcement agencies, and inter-
national partners, can exchange cyber threat 
information in real time, in a secure and dy-
namic environment, while operating within a 
framework that protects the confidentiality of 
shared information. In addition, CiSP mem-
bers receive regular cyber threat information, 

advisories, and alerts from the “Fusion Cell” 
– a joint industry and government analytical 
team that examines, analyzes, and gathers 
cyber threat information from a wide variety 
of data sources in order to help organizations 
at all levels of cyber maturity.32 CiSP has also 
been involved in many of the national-level 
cyber security exercises, including the 2013 
Waking Shark II.

CERT-UK has been housing CiSP and provid-
ing an international dimension to augment the 
day-to-day experience of working with critical 
national infrastructure companies in handling 
cyber incidents. Additional information ex-
change mechanisms, including non-profit re-
search centers and membership organizations, 
have been established across the country.

The 2015 “National Security Strategy and 
Strategic Defence and Security Review” ex-
plicitly requires GCHQ to share cyber threat 
“knowledge with British industry and with 
allies.”33

Finally, the new National Cyber Security Centre 
will serve as the authoritative source of infor-
mation security in the UK and will act as a hub 
for sharing best security practices between 
the public and private sectors.34 NCSC will run 
CiSP and its online platform, thus enabling a 
greater number of organizations to share im-
portant information both with each other and 
with the NCSC. The NCSC plans to use knowl-
edge gathered from incidents and intelligence, 
together with that shared by other partners to 
provide best practice advice and guidance, 
to address systemic vulnerabilities, and to en-
hance the overall cyber security of the UK.

The Cybersecurity Information 
Sharing Partnership (CiSP) is 
a private-public partnership 

to share cyber threat and 
vulnerability information.



11

©  2016 Cyber Readiness Index 2.0, all rights reserved.

5. INVESTMENT IN 
RESEARCH AND 
DEVELOPMENT

The 2011 UK national cyber security strategy 
and the 2014 “Cybersecurity Strategy Report 
on Progress and Forward Plans” both commu-
nicate the British government’s commitment 
to cyber security research and development 
(R&D).35 Furthermore, the 2014 national in-
novation plan, entitled “Our Plan for Growth: 
Science and Innovation,” established the 
British government’s long term strategy to 
make the UK the “best place in the world for 
science and business.”36

and the Engineering and Physical Sciences 
Research Council (EPSRC). As part of this com-
mitment, in 2015, EPSRC provided £5 million 
(~$6.2 million) in funding to the Centre for 
Secure Information Technologies (CSIT) – the 
UK’s knowledge and innovation center for cy-
ber security research. The British government 
has also pledged to donate an additional £1.9 
billion (~$2.35 billion) in funding by 2020 to 
cyber security research and innovation.37 This 
set of investments is set to begin with the 
creation of a new GCHQ Cyber Accelerator 
as “the first step in the development of two 
world-leading innovation centres.”38 The new 
initiative aims to identify “companies that 
have developed novel techniques to solve 
real, existing cyber security problems, and 
digital companies whose products could be 
applied in a cyber security context.”39 The 
Department for Culture, Media and Sport 
has committed another £50 million (~$61.8 
million) over the next five years to establish 
these two innovation accelerator centers.40 
The first Cyber Accelerator will be located in 
Cheltenham (where GCHQ is located) and is 
expected to open in early 2017. Companies 
selected to be part of this accelerator will also 
gain access to GCHQ staff and technology 
so as to understand the sort of cyber threats 
they face, and to expand capability, improve 
ideas, and devise cutting-edge products to 
combat current and emerging cyber threats. 
The second innovation center will open in 
London later in 2017. Both accelerators will 
be run by Wyra UK, part of Telefónica Open 
Future, which has been involved for a number 
of years in assisting other start-ups to develop 
ideas for innovation and growth.41

The GCHQ Cyber Accelerator 
is the first part of a renewed 

attempt by the UK government 
to invest in cyber security R&D.

UK investments in cyber R&D are overseen 
by several different government agencies, 
including: GCHQ, the new Department for 
Business, Energy and Industrial Reform (for-
merly the Department for Business, Innovation 
and Skills), the Department for Culture, 
Media and Sport (DCMS), the Cabinet Office, 
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The UK faces a significant shortage of cyber 
security professionals who are able to protect 
the critical infrastructure and digital assets. It is 
estimated that in the UK, less than 0.6 percent 
of computer science graduates pursue careers 
in cyber security, and the UK’s National Audit 
Office has warned that it could take up to 20 
years to fill this skill gap in trained cyber se-
curity workers.42 The UK Cabinet Office, the 
Department for Business, Energy and Industrial 
Reform, National Cyber Security Programme, 
and GCHQ are partnering to lead and support 
activities to increase cyber security skills at all 
levels of education. For example, the Cyber 
Security Challenge UK – a not-for-profit orga-
nization supported by the British government, 
industry, and academia – runs national com-
petitions designed to attract and inspire yet 
untapped cyber security talent, and organizes 
cyber camps to help people develop new skills 
and explore cyber security-related career op-
portunities.43 “CyberFirst,” one of the latest 
GCHQ initiatives, is designed to identify and 
train young talent with different backgrounds 
to support GCHQ and the UK’s cyber securi-
ty mission. Selected individuals are offered 
sponsorship to pursue cyber-relevant under-
graduate degrees, practice cyber skills during 
summer internships, and ultimately, work in the 
national security sector upon graduation.44

In 2016, the British government published a 
report entitled, “Cyber Security: Programmes 
and Resources for Schools and Further 
Education,” which sought to provide guidance 
for teachers to better integrate cyber security 
into their curricula. In addition, GCHQ pro-
vides criteria for a specific GCHQ Certified 

Master’s degree in Cyber Security. To date, 
ten UK universities have met the rigorous 
standard to deliver GCHQ Certified Master’s 
degrees in General Cyber Security, and other 
large UK universities offer degree programs 
in cyber security at the masters and doctoral 
levels, including the University of Birmingham, 
University of Bristol, University of Cambridge, 
Imperial College London, Lancaster University, 
among others. Eleven other universities in 
the UK have gained the status of “Academic 
Centres of Excellence” in recognition of their 
high standard of cyber security research and 
efforts. These Academic Centers have part-
nered with private sector companies, such as 
Google and Mozilla, to develop new cutting 
edge cyber security solutions to issues like 
privacy protection, and have also developed 
collaborations with other countries to promote 
cyber security research and development.45

In 2010, the British government established 
the “Catapult Programme” – a network of 
world-leading centers designed to harness 
UK innovation and help drive future economic 
growth by bringing together UK businesses, 
scientists, and engineers to work side by side 
on late-stage research and development.46 
The program had an initial investment of £200 
million (~$247 million) and was intended to 
be a new force for innovation and growth for 
the UK. It aimed to connect businesses with 
the UK’s research and academic communi-
ties to work collaboratively on solving key 
problems and transform high-potential ideas 
into new products and services that can be 
sold on a broad commercial scale. The first 
Catapult centers are transforming British ef-
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forts in innovation by concentrating expertise, 
enabling access to cutting-edge equipment, 
and establishing specialist facilities to devel-
op and test ideas and translate concepts into 
products and services.

The UK also participates in the EU’s “Horizon 
2020” program, which has as one of its prin-
cipal aims to enhance collaboration between 
the private and public sectors through ground-
breaking R&D in order to generate growth in 
the ICT sector.47 Additionally, London’s “cyber 
innovation hubs” – Cyber London or CyLon 
– was Europe’s first cyber security accelerator 
and incubator space, which was developed to 
foster cyber innovation and help businesses de-
velop information security-related products.48

The NCSC will also play a leading role in ad-
dressing critical national cyber security issues 
by bringing together government, industry, 
and academic entities to harness the advan-
tages of ICTs, understand systemic vulnerabili-
ties through root cause analyses, and work with 
key stakeholders and incentivize the market to 
better address those cyber threats.

6. DIPLOMACY AND TRADE
The UK has been a pioneer in the development 
and promotion of international norms in cyber-
space, and in the engagement of a variety of 
stakeholders in international discussions on 
cyber security, cyber crime, economic growth 
and development, and Internet governance. 
In 2011, former UK Foreign Minister William 
Hague convened the London Conference on 
Cyberspace – the first of a series of inter-minis-

terial gatherings hosted by countries around 
the world that have since become known 
as the “London Process.” Underlying these 
thematic conversations has been the goal of 
bringing more countries together to address 
the need for both better-articulated norms 
of acceptable behavior in cyberspace, and a 
commitment to work collaboratively to pro-
tect the potential and security of the Internet. 
Minister Hague highlighted key principles 
that should “underpin future international 
norms about the use of cyberspace” during 
his remarks at the 2011 Munich Security 
Conference.49 These tenets included the 
principle of proportionality in cyberspace in 
accordance with national and international 
law; the right for everyone to have the ability 
– in terms of skills, technology, confidence, 
and opportunity – to access cyberspace; the 
protection of the freedom of expression, 
opinion, privacy, and intellectual property; 
a respect for diversity of language, culture, 
and ideas; the need to collectively fight cyber 
crime; and the promotion of a competitive 

The UK launched the  
“London Process” – bringing 

countries together to 
address norms of acceptable 

behavior in cyberspace.
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environment that insures a fair return on invest-
ment in networks, services, and content.50

These foundational elements, coupled with a 
multi-stakeholder approach, became the basis 
of many cyber-related agreements reached by 
the United Nations Group of Governmental 
Experts (UN GGE), in which the UK has played 
an active role in recent years. In July 2015, the 
UN GGE reaffirmed conclusions reached in 
2013 that international law – especially the UN 
Charter – applies in cyberspace.51 They also 
agreed to a new report on how international 
law may apply in cyberspace, and made recom-
mendations on confidence-building measures 
(CBMs), international cooperation, and capacity 
building.52 The voluntary, non-binding norms of 
responsible state behavior in cyberspace pro-
posed in this report were ultimately adopted by 
the UN General Assembly in December 2015, 
and were later endorsed by the G-20.

The UK is also a member of the Organisation 
for Security and Co-operation in Europe 
(OSCE), and has been an active participant in 
discussions that led to two major agreements 
on additional CBMs in the field of cyber se-
curity and use of ICTs. The first agreement 
– the OSCE Decision 1106 – was reached in 
December 2013 and outlined eleven specific 
CBMs aimed at enhancing interstate co-oper-
ation, transparency, predictability, and stability, 
and reducing the risks of misperception, es-
calation, and conflict that may stem from the 
use of ICTs.53 The OSCE Decision 1202, agreed 
upon in March 2016, re-affirmed the original 
eleven CBMs and added five more measures 
specifically designed to reduce the risks of 
conflict stemming from the use of ICTs.54 These 

measures focused on the need to protect 
communications’ channels to reduce the risk 
of misperception and escalation; to develop 
shared crisis management procedures in case 
of widespread or transnational disruption of 
ICT-enabled critical infrastructure; to develop 
means to exchange best practices; to improve 
the security of national and trans-national ICT-
enabled critical infrastructure including their 
integrity at the regional and sub-regional lev-
els; and to encourage responsible reporting of 
vulnerabilities affecting the security of and in 
the use of ICTs.

Some notable bilateral engagements have 
included a UK cyber security trade mission to 
Israel in February 2016, which has strength-
ened business and academic collaboration be-
tween the two countries, including in research 
and CERT-to-CERT co-operation on incident 
management. In 2015, the India-UK Cyber 
Dialogue and Prime Minister Modi’s visit to the 
UK served to strengthen ongoing collabora-
tion on cyber issues. Both countries reaffirmed 
their commitment to combating cyber crime, 
advancing voluntary norms of responsible 
state behavior, and applying international law 
in cyberspace.55 In addition, the UK and China 
have had a successful Track 1.5 Dialogue on 
Cyber Security since 2013, which has helped to 
identify and foster collaboration in areas where 
UK and Chinese policies and interests coin-
cide, while also clarifying those areas where 
differences in perception are not aligned.56

The British government has also developed in-
dustry-led standards to promote the UK as “a 
safe place for internet trade and commerce,” 
and to assist “U.K. businesses to promote 
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their products or services within both domes-
tic and overseas markets.”57 For example, the 
Cyber Essentials program, launched by CESG 
in 2014, has helped organizations of all sizes 
and in all sectors to develop cyber security 
criteria and standards to be better protected 
from the most common cyber threats. Cyber 
Essentials’ requirements and standards are 
applicable to academic, private, and public 
sector organizations alike.58

In December 2015, the UK assisted with 
securing informal agreement on the draft 
EU Network and Information Security (NIS) 
Directive to improve cyber security capa-
bilities and cooperation across Europe. The 
NIS Directive was formally adopted by the 
European Council in May 2016 and entered 
into force in August 2016.59 Despite the 
UK vote to leave the EU – i.e., “Brexit” – in 
June 2016, the country may still be bound to 
comply with this directive and other EU data 
protection and data privacy regulations, at 
least until the UK’s withdrawal from the EU is 
formalized. At present, UK firms trading with 
EU member states will need to comply with 
the new European General Data Protection 
Regulation (GDPR) when it is enacted in 2018. 
Since both the NIS and GDPR regulations have 
already been finalized, many international 
businesses headquartered in the UK will also 
be impacted, and some are even considering 
leaving the UK for “European” soil. This may 
force the UK to negotiate independent data 
privacy and security agreements with the EU, 
or to adopt national legislation that is aligned 
with EU regulations in order to continue trade 
and business operations in EU markets.60

7. DEFENSE AND CRISIS 
RESPONSE
The 2015 combined “National Security 
Strategy and Strategic Defence and Security 
Review” clearly identified GCHQ as the prima-
ry governmental organization with the national 
responsibility “to develop capability, to detect 
and analyze cyber threats, pre-empt attacks, 
and track down those responsible.”61 In the 
same document, the Ministry of Defense as-
serted its intention to develop a “Joint Cyber 
Group” to coalesce its cyber capabilities to 
defend MOD’s military defense networks (pri-
marily), while also assisting the defense of the 
whole-of-nation as needed. The British gov-
ernment has stated a willingness to employ 
non-cyber punitive responses to major cyber 
attacks on national assets and interests, which 
would presumably involve GCHQ and military 
capabilities as required, and has even dis-
cussed the possibility to consider “active cyber 
defense” that is in line with the government’s 
stated intention to make the UK the “best pro-
tected country in cyberspace.”62

The UK intends to be the 
best protected country 

in cyberspace.
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Along with the NCSC, the British government 
has pledged £40 million (~$49 million) to 
open a new Cyber Security Operations Centre 
(CSOC) under the guidance of the GCHQ in 
order to better share critical cyber-related 
intelligence and forensics with key agencies 
and other actors across the UK.63 The move 
is part of a larger effort by the government to 
develop and utilize “state-of-the-art” defen-
sive cyber security tactics, to improve the UK’s 
ability to protect against threats to defense 
networks and systems, and to develop sov-
ereign capabilities in cyberspace. The CSOC 
initiative will provide support to British armed 
forces and help strengthen the UK’s cyber se-
curity posture overall (i.e., via coordination of 
government departments, industry, and inter-
national partners).

As consistent with its long, established mem-
bership in NATO, the UK regularly participates 
in NATO cyber exercises, planning, and op-
erations. It also participates in other smaller 
regional, allied, and bilateral cyber-related 
defense exercises with other countries, within 
the EU and abroad. While results of these ex-
ercises relative to the overall effectiveness of 
the UK’s larger systemic cyber defense are not 
publicly known, GCHQ and the UK MOD are 
routinely grouped with the small number of EU 
nations that are considered to have the most 
advanced defense cyber capacity.

CRI 2.0 BOTTOM LINE
According to the CRI 2.0 assessment, the UK is 
on a path to becoming cyber ready and is cur-
rently partially operational in all of the seven 
CRI essential elements.

The findings in this analysis represent a snap-
shot in time of a dynamic and changing land-
scape about the UK’s cyber preparedness and 
capability. As the UK continues to develop and 
update its economic (digital agenda) and na-
tional cyber security strategies, policies, and 
initiatives to reflect a more balanced approach 
that aligns its national economic visions with 
its national security priorities, updates to this 
country profile will reflect those changes, and 
monitor, track, and evaluate substantive and 
notable improvements.

The CRI 2.0 offers a comprehensive, compar-
ative, experience-based methodology to help 
national leaders chart a path towards a safer, 
more resilient digital future in a deeply cy-
bered, competitive, and conflict prone world. 
For more information regarding the CRI 2.0, 
please see: http://www.potomacinstitute.org/
academic-centers/cyber-readiness-index.

http://www.potomacinstitute.org/academic-centers/cyber-readiness-index
http://www.potomacinstitute.org/academic-centers/cyber-readiness-index
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